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(54) System and method for automounting and accessing remote file systems in microsoft 
windows in a networking environment 



(57) A virtual file system accessing subsystem is 
disclosed for use in connection with a computer system 
connected in a computer network. The computer sys- 
tem runs a selected operating system, such as Micro- 
soft's MS-DOS and Windows operating systems. The 
virtual file system accessing subsystem facilitates the 
accessing of a virtual logical storage device that is iden- 
tified by a virtual logical storage device identifier and 
that has a virtual logical storage device file system that 
includes at least a portion of a remote file system main- 
tained by another device connected in the computer 
network. The virtual file system accessing subsystem 
comprises an operating system request redirector for 
enabling the operating system to direct access requests 
from an application program which identify the virtual 
logical storage device to a remote access element for 
processing. The remote access element initiates 
access operations in connection with the portion of the 
remote file system which is included in the virtual logical 
storage device file system in response to an access 
request that is generated by an application program 
which identifies the virtual logical storage device identi- 
fier, which access request has been transferred thereto 
said remote access element by the operating system. If 
the portion of the remote file system being accessed 
has not previously been mounted, the remote access 
element enables an automounting element to initiate a 
mounting peration in connection with the remote file 
system to mount the portion, after which th remote 
access element can perform the access operation. 
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Description 

The inv ntion relates generally to the field of digital 
computer systems and more specifically to a system 
and method for facilitating the automounting and 
accessing of remote mass storage subsystem storage 
devices for use in connection with the Microsoft Win- 
dows operating system in a networking environment. 

In modern "enterprise" digital data processing sys- 
tems, that is, computer systems for use in an office envi- 
ronment in a company, a number of personal 
computers, workstations, and other devices such as 
mass storage subsystems, network printers and inter- 
faces to the public telephony system, are typically inter- 
connected in a computer network. The personal 
computers and workstations are used by individual 
users to perform processing in connection with data and 
programs that may be stored in the network mass stor- 
age subsystems. In such an arrangement, the personal 
computers/workstations, operating as clients, download 
the data and programs from the network mass storage 
subsystems for process. In addition, the personal com- 
puters or workstations will enable processed data to be 
uploaded to the network mass storage subsystems for 
storage, to a network printer for printing, to the teleph- 
ony interface for transmission over the public telephony 
system, or the like. In such an arrangement the network 
mass storage subsystems, network printers and teleph- 
ony interface operate as servers, since they are availa- 
ble to service requests from all of the clients in the 
network. By organizing the network in such a manner, 
the servers are readily available for use by all of the per- 
sonal computers/workstations in the network. Such a 
network may be spread over a fairly wide area, with the 
personal computers/workstations being interconnected 
by communication links such as electrical wires or optic 
fibers. 

In performing processing operations, computer sys- 
tems make use of applications programs to perform 
such operations as database management, word 
processing, accounting, process control and numerous 
other functions in an office or industrial environment 
The applications programs generally make uses of an 
operating system both to provide an environment in 
which they can be conveniently executed, to provide 
system services such as low-level control of various 
hardware elements, and to provide access to files 
stored on storage devices of a number of mass storage 
subsystems which are accessible over the network. 
One popular operating system, namely, Microsoft Win- 
dows™ ("Windows") operates in conjunction with Micro- 
soft's MS-DOS ("MS-DOS") operating system to 
provide an operating environment in which applications 
programs written for Windows can be executed. The 
Windows operating system provides, among other 
things, a graphical user interface ("GUI") as well as a 
multi-tasking operating environment in which a plurality 
of Windows programs can be executing contemporane- 
ously. 



With particular reference to accessing of files on 
mass storage subsystems, typically files are accessible 
through a "file system." File systems used with modern 
operating systems are typically organized into a number 

s of directories, with each file that is accessible thr ugh 
the file system being associated with a directory. The 
directories themselves are generally organized in a tree 
structure. The directory tree structure for a file system 
normally includes an upper level "root" directory, which 

w has one or more child directories. Each of the root direc- 
tories* child directories may also have one or more child 
directories, and so on down the tree. Each directory is 
essentially a file (a "cfirectory file") that contains informa- 
tion including the location(s) in the mass storage sub- 

15 system of files in the directory and pointers to directory 
files for its child directories and also a pointer to the 
directory file for its parent directory, that is, the directory 
of which it is a child. To access a file in a directory, the 
directory files along the path from the root directory to 

20 the directory containing the ffle are searched to locate 
the successive directory files along the path, until the 
directory file is located for the directory containing the 
file to be accessed. When the directory file is located for 
the directory containing the file to be accessed, the 

25 location information in the directory file is used to find 
the location of the file to be accessed. 

Before a file system, or a portion of a file system, 
can be accessed (that is, before a file in the file system 
or portion thereof can be accessed) it must be 

30 "mounted." Mounting among other things conditions the 
pointers in the directory files so that the path through 
the file system's directory structure can be traversed. 
Some operating systems, such as Unix, provide a uni- 
form file system to each particular computer user, with- 

35 out respect to the particular mass storage subsystems 
or devices on which the files are stored; that is, the file 
system that is available to a user may extend across a 
number of devices. When a storage device is added to 
the network, directories and files on the storage device 

40 may be added to the file system by "mounting" the stor- 
age device, which makes its directory on the storage 
device available to the users in a seamless manner. 
Similarly, when a storage device is removed from the 
network, the directories and files on the storage device 

45 will be deleted from the file system (although they may 
still reside on the storage device being removed), in 
which case they will not be available to the users. 

The MS-DOS and Windows operating systems also 
allow for a file system having a tree-structured directory 

so structure. However, unlike Unix, in MS-DOS and Win- 
dows the file systems are intimately related to a 
"device," which may be, for example, a particular physi- 
cal storage device or a local device which may be a sub- 
set of the physical device. In MS-DOS and Windows, 

ss access to a file requires identifying a particular device, 
thus each device essentially defines at least one file 
system, and to access a file on a device's file system a 
file specifier requires specification of a particular device 
as well as the path along the dir dory structure on the 
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device to the particular file to be accessed. (Both MS- 
DOS and Windows allow for a designation of a current 
or default device, which will be used if no device speci- 
fier is explicitly provided.) While requiring a device spec- 
ifier is generally not a problem with a stand-alone 
personal computer or workstation, which generally will 
have only a few devices, problems may arise when a 
personal computer or workstation is connected in a net- 
work, since the network may include a large number of 
devices whose file systems a user may wish to access. 

The invention provides a new and improved system 
and method for facilitating the automounting and 
accessing of remote file systems in a networking envi- 
ronment for use in connection with the Microsoft MS- 
DOS and Windows operating systems in a networking 
environment. 

In brief summary, in one aspect the invention pro- 
vides a virtual file system accessing subsystem for use 
in connection with a computer system connected in a 
computer network. The computer system runs a 
selected operating system, such as Microsoft's MS- 
DOS and Windows operating systems. The virtual ffle 
system accessing subsystem facilitates the accessing 
of a virtual logical storage device that is identified by a 
virtual logical storage device identifier and that has a vir- 
tual logical storage device file system that includes at 
least a portion of a remote ffle system maintained by 
another device connected in the computer network. The 
virtual file system accessing subsystem comprises an 
operating system request redirector for enabling the 
operating system to direct access requests from an 
application program which identify the virtual logical 
storage device to a remote access element for process- 
ing. The remote access element initiates access opera- 
tions in connection with the portion of the remote ffle 
system which is included in the virtual logical storage 
device file system in response to an access request that 
is generated by an application program which identifies 
the virtual logical storage device identifier, which access 
request has been transferred thereto by the operating 
system. If the portion of the remote file system being 
accessed has not previously been mounted, the remote 
access element enables an automounting element to 
initiate a mounting operation in connection with the 
remote f De system to mount the portion, after which the 
remote access element can perform the access opera- 
tion. The virtual logical storage device, identified by a 
single identifier, can be used to identify portions of a 
number of remote file systems, so that an application 
program can access a number of remote file systems 
using a single device identifier. 

In another aspect, the invention provides a virtual 
file system accessing subsystem for use in connection 
with a computer system connected in a computer net- 
work. The computer system runs a selected operating 
system, such as Microsoft's MS-DOS and Windows 
operating systems. The virtual file system acc ssing 
subsystem facilitates accessing f a plurality of virtual 
logical storage devices, each identified by a virtual logi- 



cal storage device identifier. Each virtual logical storage 
device has a virtual logical storage device file system 
that includes at least a portion of a remote file system 
maintained by another device connected in the compu- 

5 ter network, at least some virtual logical storage device 
file systems including a hierarchical directory system 
defining a plurality of possible paths each having a path 
identifier. At least one of the virtual logical storage 
device file systems that include hierarchical directory 

w systems has an associated default path comprising one 
of the possible paths. The virtual file system accessing 
subsystem includes an operating system request redi- 
rector for enabling the operating system to direct access 
requests received from an application program which 

/5 identify a the virtual logical storage device to the remote 
access element The operating system receiving 
access requests from a the application program and 
provides, to a remote access element, those access 
requests which include the virtual logical storage device 

20 identifier. Along with the access requests, the operating 
system provides to the remote access element, for the 
access requests received from the application program 
which do not include a path identifier, a path identifier for 
the default path for the virtual logical storage device 

25 identified by the virtual logical storage device. A remote 
access element initiates an access operation in connec- 
tion with the virtual logical storage device file system 
maintained by the virtual logical storage device in 
response to access requests received from the operat- 

30 ing system which include the virtual logical storage 
device identifier and a the path identifier. During the 
access operation, the remote access element accesses 
the portion of the remote file system that is included in 
the virtual logical storage device file system along the 

35 path identified by the path identifier. 

In yet another aspect, the invention provides a vir- 
tual file system accessing subsystem for use in connec- 
tion with a computer system connected in a computer 
network. The computer system runs a selected operat- 

40 ing system, such as Microsoft's MS-DOS and Windows 
operating systems. The virtual file system accessing 
subsystem facilitates accessing of a virtual logical stor- 
age device that is identified by a virtual logical storage 
device identifier and that has a virtual logical storage 

45 device file system that includes an identifier identifying 
at least a portion of a remote file system maintained by 
another device connected in the computer network. The 
virtual file system accessing subsystem comprises an 
operating system request redirector for enabling the 

so operating system to direct access requests which iden- 
tify the virtual logical storage device to a remote access 
element. The remote access element initiates an 
access operation in connection with the virtual logical 
storage device file system maintained by the virtual log- 

55 ical storage device in response to an access request 
that the remote access element receives from the oper- 
ating system which includes the virtual logical storage 
device identifier. During the access operation, the 
remote access element accesses the portion of the 
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remote file system identified by the remote file system 
portion identifier. 

This invention is pointed out with particularity in the 
appended claims. The above and further advantages of 
this invention may be better understood by referring to 
the following description taken in conjunction with the 
accompanying drawings, in which: 

FIG. 1 is a schematic diagram of a computer net- 
work including a system for automounting mass 
storage subsystem storage devices in Microsoft 
windows, constructed in accordance with the inven- 
tion; 

FIG. 2 is a functional block diagram of a computer 
system induding a network file system client mod- 
ule and an automounter module in accordance with 
the invention; 

FIG. 3 is a diagram depicting various data struc- 
tures which are used by the network file system cli- 
ent module and automounter module depicted in 
FIG. 2 

FIGs. 4 through 6 depict flow charts which are use- 
ful in understanding the operation of the network file 
system dient module and automounter module 
depicted in FIG. 2; and 

FIG. 7 depicts a data structure which is useful in 
understanding the operation of the network file sys- 
tem client module and automounter module 
depicted in FIG. 2. 

DETAILED DESCRIPTION OF AN ILLUSTRATIVE 
EMBODIMENT 

FIG. 1 is a schematic diagram of a computer net- 
work including a system for automounting mass storage 
subsystem storage devices in Microsoft windows, con- 
structed in accordance with the invention. With refer- 
ence to FIG. 1 , computer network 1 0 includes a plurality 
of computers 11(1) through 11(N) (generally identified 
by reference numeral 1 1(n)) and 12 which are intercon- 
nected by a communication link 13. As is conventional, 
at least some of the computers 1 1(n) are in the form of 
personal computers or computer workstations, each of 
which includes a system unit a video display unit and 
operator input devices such as a keyboard and mouse. 
The computer 12 also includes a system unit, and may 
also include a video display unit and operator input 
devices. The computers 1 1(n) and 12 are of the conven- 
tional stored-program computer architecture, a system 
unit generally indudes processing, memory, mass stor- 
age devices such as disk and/or tape storage elements 
and other elements (not separately shown), including 
network interface devices 14(n), 15 for interfadng the 
respective computer to the communication link 13. A 
video display unit permits the computer to display proc- 



essed data and processing status to the user, and an 
operator input device enable the user to input data and 
control processing by the computer. The computers 
1 1(n) and 12 transfer information, in the form of mes- 

5 sages, through their respective network interface 
devices 14(n), 15 among each other over the communi- 
cation link 13. 

In one embodiment, the network 10 is organized in 
a "client-server" configuration, in which at least one 

10 computer, namely, computer 12, operates as a server, 
and the other computers 11(n) operate as dients. Typi- 
cally, the servers include large-capacity mass storage 
devices which can store copies of programs and data 
which are available for retrieval by the client computers 

15 over the communication link 13 for use in their process- 
ing operations. From time to time, a dient computer 
1 l(n) may also store data on the server computer 12, 
which may be later retrieved by it (the client computer 
that stored the data) or other client computers for use in 

20 their processing operations. The server computers may 
be generally similar to the dient computers 11(n), 
induding a system unit, video display unit and operator 
input devices and may be usable by an operator for data 
processing operations in a manner similar to a client 

25 computer. Alternatively, at least some of the server 
computers may include only processing, memory, mass 
storage and network interface elements for receiving 
and processing retrieval or storage requests from the 
dient computers, and generating responses thereto. 

30 The communication link 13 interconnecting the cli- 
ent computers 1 1(n) and server computer 1 2 in the net- 
work 10 may, as is conventional, comprise wires, optical 
fibers or other media for carrying signals representing 
information among the computers 11(n) and 12. As 

35 noted above, each of the computers 11 (n) typically 
includes a network interlace device (represented by 
respective arrows 14(n) and 15), which connects the 
respective computer to the communications link 13. 
In one particular embodiment the computers 11(n) 

40 use the Microsoft Windows™ operating system program 
("Windows"), and the server computer 12 uses the 
Microsoft Windows-NT operating system program. Win- 
dows provides a number of conventional operating sys- 
tem services in connection with the computers 11(n), 

45 induding initializing the computers when they are pow- 
ered -up or reinitialized. In addition, Windows provides a 
number of conventional operating system services to 
applications programs that are processed by the com- 
puters, including providing a graphical user interface 

so ("GUI"). 

MS-DOS and Windows also fadlrtate accessing 
files (that is, reading of data from and storage of data in 
the files) in file systems maintained in the system 10. 
Most particularly, MS-DOS and Windows enable a com- 
55 puter 1 1 (n) to access local file systems provided by the 
computer system's local mass storage subsystem(s), 
and also to access remote file systems which are main- 
tained by other computer systems 1 1(n) (n'*n) and the 
server computer 12. In particular, the invention provides 
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a system and method tor use with, for example, the 
Microsoft MS-DOS and Microsoft Windows™ operating 
systems, to provide for automounting of virtual logical 
storage devices to facilitate ready access by a computer 
1 1 (n). A virtual logical storage device may comprise one s 
or more directories or directory sub-trees that are asso- 
ciated with a single device specifier. As will be clear 
from the following description, a virtual logical device 
may be formed from directories that are located on a 
single mass storage subsystem or on a number of mass 
storage subsystems, with all of the directories forming 
the virtual logical device being aggregated for reference 
by a single device identifier. One or more of the directo- 
ries may be located on a local mass storage subsystem, 
that is, a mass storage subsystem located on the com- 
puter system 1 1(n). Other directories on the virtual logi- 
cal storage device may be located on a mass storage 
subsystem maintained by another computer system, 
including any of the computer systems Hfn 1 ) (n' *n) 
connected in the network, and still other directories may 
be located on mass storage subsystems maintained by 
the server computer 12. In such an arrangement, for 
directories that are located on a local mass storage sub- 
system, MS-DOS and Windows can access files that 
are in the directories in the same manner that they 
access files in file systems that are on a device that is 
specified by a device identifier that identifies a real stor- 
age device in the mass storage subsystem maintained 
for the computer system 1 1 (n). 

On the other hand, for directories that are physically 
located in a remote mass storage subsystem, that is, a 
mass storage subsystem maintained by another com- 
puter system 1 1 (n*) (n' *n) or by the server computer 12, 
MS-DOS and Windows access the files in those directo- 
ries by performing a remote access operation. In such 
an operation, by transferring messages over the com- 
munication link 14 in a conventional manner. However, 
allowing the operator or application programs to access 
file systems on a number of physical devices by use of 
a virtual logical storage device identifier, without need- 
ing to know the actual physical locations of the physical 
devices or network protocols required to access the file 
systems, simplifies file access by the operator or appli- 
cation programs. 

FIG. 2 depicts a detailed functional diagram of com- 
puter system 1 1(n) for use in connection with the inven- 
tion. As shown in FIG. 2, the computer system 11(n) 
processes application programs generally identified by 
reference numeral 20, in connection with the MS-DOS 
and Windows operating systems generally identified by 
reference numeral 21. With particular reference to 
accessing of a file in a file system that is maintained by 
either one of the computer system's local storage 
device 22 or virtual logical storage devices, the applica- 
tion programs will issue access requests "ACC REQ," to 
the MS-DOS/Windows operating systems 21. The 
access request will generally be of the form DEV-ID: 
<PATH>< FILENAME), where DEV-ID identifies a partic- 
ular storage device (which may be either a local device 



22 or a virtual logical storage device}, (PATH) identifies 
a path through the device's directory structure, and 
(FILENAME) is a filename identifying a file in the direc- 
tory identified by the path identifier (PATH). If the stor- 
age device is a curr ntly-selected default device, the 
access request need not include the device identifier 
DEV-ID. Similarly, if the storage device and path are a 
currently-selected default device and path, the access 
request need not explicitly include the device identifier 
DEV-ID and path identifier (PATH). 

When the MS-DOS/Windows operating system 21 
receives the access request ACC REQ from the appli- 
cation program 20, it initially determines whether the 
device to be accessed is a local device 22 or a virtual 
logical storage device, ff the MS-DOS/Windows operat- 
ing system 21 determines that the access request ACC 
REQ is for a local device 22, it initiates a local access 
operation LOC ACC in connection with the local device 
22. It will be appreciated that the particular operation to 
be performed will depend on the type of operation spec- 
ified in the ACC REQ, including, for example, opening 
and closing of the particular file (FILENAME), storing 
data in the file or retrieving data therefrom, or the like. 

On the other hand, if the MS-DOS/Windows operat- 
ing system 21 determines that the access request ACC 
REQ is for a virtual logical storage device, it issues a 
remote access REM ACC to a network file system client 
module 23. The network file system client module 23 
handles certain message transfers over the network 
communication link 14, with specific reference to the 
invention initiating the access operation in connection 
with the actual physical device which contains the por- 
tion of virtual logical storage device's file system which 
contains the path (PATH) and file (FILENAME) identi- 
fied in the access request ACC REQ. 

Prior to initiating the access operation, the network 
file system client module 23 will determine whether the 
portion of the virtual logical storage's device file system 
containing the file (FILENAME) to be accessed has 
been mounted. If the network file system client module 

23 determines that the portion of the virtual logical stor- 
age device containing the file (FILENAME) to be 
accessed has been mounted, it can initiate the access 
operation through a network interface 24. In that opera- 
tion, the network file system client module 23 and, for 
example, the server control module 31 of the server 
computer 12 which maintains the physical storage 
device 32 whose file system contains the portion of the 
virtual logical storage device's file system as defined by 
the access request ACC REQ, will exchange messages 
through their respective network interfaces 24 and 33 to 
enable the server control module 31 to perform the 
access operation. 

On the other hand, if the network file system client 
module 23 determines that the portion of the virtual log- 
ical storage device containing the lile (FILENAME) to 
be accessed has not been mounted, it (the network file 
system client module 23) provides an automount 
request AUTOMNT REQ to an automounter module 25. 
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In response to the automount request AUTOMNT REQ, 
the automounter module 25 will initiate a mounting 
operation in connection with (continuing with the previ- 
ous example) the server control module 31 of the server 
computer 12 which maintains the physical storage 
device 32 whose file system contains the portion of the 
virtual logical storage device's fOe system as defined by 
the access request ACC REQ. In the mounting opera- 
tion, the automounter module 25 and server control 
module 31 will exchange messages through their 
respective network interfaces 24 and 33 over the net- 
work 14. During the mounting operation, the auto- 
mounter module 25 updates various data structures, will 
be described below. The data structures contain infor- 
mation for each file system which has been mounted by 
the automounter module 25, which is used by the net- 
work file system client module 23 in processing an 
access request for an access operation for the respec- 
tive file system. After receiving the updated data struc- 
tures, the network file system client module 23 can use 
the new information to process the access request as 
described above. Thus, the automounter 25 will auto- 
matically mount remote file systems or portions thereof 
as they are needed by access requests ACC REQ from 
the application programs 20 to the virtual logical storage 
device(s) maintained by the computer system 1 1 (n). 

In addition to processing access requests for 
remote file systems and initiating mounting of remote 
file systems by the automounter 25, the network file sys- 
tem client 23 can also keep track of the access requests 
for the various mounted remote file systems, and for 
those remote file systems which have not been 
accessed within a predetermined amount of time, initi- 
ate unmounting. If the network file system client module 
23 has unmounted a remote ffle system, it may be later 
remounted by the automounter 25 in the same manner 
as described above. 

The network file system client module 23 and auto- 
mounter 25 make use of several items of information in 
identifying virtual logical storage device(s) and the 
remote file systems which form the file system(s) of the 
respective virtual logical storage device(s), which will be 
described in connection with FIG. 3. With reference to 
FIG. 3, the computer system's initialization file 40 
includes a number of fields containing automount infor- 
mation used by the networkf ile system client module 23 
and automounter 25, including a virtual device identifier 
field 41 , a maximum automounts field 42, an automount 
timeout field 43 and a map file identifier field 44. The ini- 
tialization file 40 is used by the MS-DOS/Windows oper- 
ating system module 21 to initialize the computer 
system 11(n), and may comprise, for example, an ".INI" 
initialization file which contains initialization and envi- 
ronment information used to define the processing envi- 
ronment under Windows. (As is conventional, a 
Windows file with the complete file name of the form 
"XXX. INI" fil has "XXX" as a file nam . and "INI" as the 
file extension. The ".INI" file extension identifies the file 
as an initialization file.) 



The virtual device identifier field 41 of initialization 
file 40 contains information to identify virtual logical stor- 
age device(s), in particular providing the specific device 
identifier(s) DEV-ID for the virtual logical storage 

s device(s). If the virtual device identifier field 41 is empty, 
a selected device identifier is used as a default virtual 
device identifier, in particular a device identifier that is 
selected as a last device" identifier for the computer 
system 1 1 (n). For the MS-DOS/Windows operating sys- 

jo tern 21 , a "last device" identifier may be specified in. for 
example a system configuration file identified by 
filename "CONFIG.SYS." It will be appreciated that the 
virtual device identifier field 41 may contain a single 
device identifier or a number of device identifiers; if the 

15 virtual device identifier field 41 contains a number of 
device identifiers, each different device identifier may 
individually identify a virtual logical storage device. 

Continuing with the automount information fields in 
the initialization file 40, the maximum automounts field 

20 42 contains a value which identifies the maximum 
number of remote file systems which can be mounted. 
The automount timeout field 43 contains a timeout value 
which identifies the maximum time, following issuance 
by the automounter module 25 of an automount request 

25 AUTOMNT REQ, that the automounter module 25 will 
wait for an acknowledgment that the requested remote 
file system has been mounted. 

The map file identifier field 44 contains a pointer to 
a file containing an automount master map, which is 

30 identified in FIG. 3 by reference numeral 50. The auto- 
mount master map contains information which identifies 
the various file systems that are to be automounted and 
accessed using the virtual logical storage device identi- 
fiers in the device identifier field 41 . In one embodiment, 

35 the same automount master map 50 is used for all 
device identifiers if the device identifier field 41 contains 
multiple device identifiers, although it will be appreci- 
ated that a separate automount master map 50 may be 
provided for each device identifier. As shown in FIG. 3, 

40 the automount master map 50 includes one or more 
entries 51(1) through 51 (N) (generally identified by ref- 
erence numeral 51 (n)), each of which is associated with 
a high-level directory in the file system associated with 
the virtual logical storage device(s). Each entry 51 (n) 

45 includes a number of fields, including a directory name 
field 52(n), an automount subdirectory name field 53(n), 
and an options field 54(n). Each of the directory name 
fields 52{n) contains a directory name, which will be 
used as the name of the topmost directory in a directory 

so tree. Subdirectories under the top level directory, along 
with pointers to remote file systems, or portions thereof, 
forming the respective sub-directories, are identified in 
an automount subdirectory map file identified by refer- 
ence numeral 60, which will be described below. The 

55 automount subdirectory name field 53(n) identifies the 
automount subdirectory map file 60 that is to be associ- 
ated with the directory identified in field. The options 
field 54(n) contains values for a number of optional 
parameters which may control mounting of th remote 
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file system and accessing of files, including whether the 
file system can be read, written or both, whether files 
can be locked, a mount timeout value and a mount 
attempt retry value, and the like. 

As noted above, the automount subdirectory map 
file 60 identifies the components of the file system under 
the top level directory. In accordance with one aspect of 
the invention, an automount subdirectory map file 60 
may contain subdirectory identifiers, or alternatively it 
may contain explicit identifiers for a remote conrputer 
system 1 1 (n 1 ) (n Vn) or the server computer 1 2 and path 
thereon. If an automount subdirectory map file 60 con- 
tains an explicit identifier for a remote computer system 
11(n*) (n'*n) or the server computer 12 and path ther- 
eon, that may be indicated by an appropriate indication 
in the options field 54(n) of the entry 51 (n) of the auto- 
mount master map 50 which points thereto, in one par- 
ticular embodiment, an option "HOST" is used to 
identify such a map 60. For those automount subdirec- 
tory map files 60 which contain subdirectory names, for 
each subdirectory, a pointer to a remote file system or 
portion thereof is provided which forms the respective 
subdirectory. 

The automount subdirectory map file 60 includes a 
number of entries 61(1) through 61 (M) (generally identi- 
fied by reference numeral 61 (m)) each of which is asso- 
ciated with a subdirectory under the top level directory 
whose automount subdirectory name field 53(n) points 
to the automount subdirectory map file 60. Each entry 
61 (m) includes two fields, namely, a subdirectory name 
field 62(m) and a remote file system pointer field 63 (m). 
The subdirectory name field 62(m) contains a subdirec- 
tory name which identifies the subdirectory under the 
top level directory, or the explicit identifier of a remote 
computer system 1 1 (n 1 ) (n'*n) or the server conrputer 
12 and path thereon. The remote file system pointer 
field 63(m), in turn, contains a pointer to the remote lile 
system, or portion thereof, (identified by reference 
numeral 64) which is to be mounted for the subdirectory 
identified in subdirectory name field 62(m). Thus, the 
remote file system pointer field 63 (m) contains, for 
example, the name of a remote computer system 1 1 (n*) 
(n'*n) or server computer 12. The automount subdirec- 
tory map files 60 that are pointed to by the automounter 
master map file 50 effectively define the mount points 
for the virtual logical storage device(s); that is, they 
define the various subdirectories under the respective 
directories identified in the automount master map ffle 
50, and in addition identify the particular elements of the 
remote file systems which comprise the portions of the 
file system of computer system 11(n) mounted at those 
mount points. 

In the embodiment described above in connection 
with FIG. 3, the computer system 1 1 (n) is provided with 
a single automount master map 50, which is pointed to 
by the map file identifier field 44 in the initialization file 
40. In that case, if th device identifiers field 41 contains 
identifiers for a number f virtual logical storage 
devices, all of th virtual logical storag devices will 



have the same top-level directory or directories, which 
are set forth in the map automount master map 50, and 
will also have the same subdirectories as identified in 
the automount subdirectory map file 60. It will be appre- 

s dated, however, that different computer system 11(n) 
may have different sets of virtual logical storage 
devices, since the map file identifier fields 44 in their 
respective initialization files 40 may differ. 

With this background, the operations performed by 

w the network file system client module 23 and auto- 
mounter 25 in connection with the invention will be 
described in connection with FIGs. 4 through 7. FIG. 4 
depicts operations performed to initialize the auto- 
mounter module 25, including generation of an auto- 

15 mount control block which contains information that is 
provided to the network f Oe system client module 23 and 
establishment of a connection used by the automounter 
module 25 for communicating with the network file sys- 
tem client module 23. FIG. 5 depicts operations per- 

20 formed by the network file system client module 23 in 
connection with remote access requests REM ACC 
from the MS-DOS/Windows operating system 21, 
including determining whether the portion of a virtual 
logical storage device's file system referenced in the 

25 remote access request has been mounted and, if not, 
issuing automount requests AUTO M NT REQ to the aut- 
omounter module 25 to enable it (the automounter mod- 
ule 25) to perform the mount operation. FIG. 6 depicts 
operations performed by the automounter module 25 in 

30 response to automount requests AUTOMNT REQ 
which the network file system client module 23 may 
issue if the portion of the remote file system to be 
accessed has not been mounted. 

Generally during initialization of the automounter 

35 module 25 (FIG. 4) a socket is created which serves to 
provide communications between the automounter 
module 25 and the network file system client module 23, 
and the automounter module 25 binds itself to one port 
of the socket, (a socket is a conventional communica- 

40 tions structure and will not be described herein.) In addi- 
tion, information is obtained from the various structures 
described above in connection with FIG. 3 and used in 
generating the automount control block, and a pointer to 
the automount control block is passed to the network file 

45 system client module 23. Finally, the MS-DOS/Windows 
operating system 21 is notified of the identifiers of the 
virtual logical storage devices and enabled to direct 
access requests which include the virtual logical stor- 
age device identifiers to the network file system client 

so module 23. (Enabling the MS-DOS/Windows operating 
system 21 to redirect access requests is a conventional 
operation.) 

More specifically, with reference initially to FIG. 4, 
during initialization the automounter module 25 first 
55 issues a request to the MS-DOS/Windows operating 
system 21 requesting establishment f a socket (step 
100). If the MS-DOS/Windows operating system 21 
establishes a suitable socket it (the MS-DOS/Windows 
operating system 21) will provide a return value which is 
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a socket identifier which the automounter module 25 
may use in communicating with the network file system 
client module 23. On the other hand, if the MS- 
DOS/Windows operating system 21 is unable to estab- 
lish a socket it will provide a return value that corre- 
sponds to an error code. Accordingly, following step 
1 00, the automounter module 25 will examine the return 
value to determine whether it is a socket identifier or an 
error code (step 101). If the automounter module 25 
determines in step 101 that the return value is an error 
code, it will terminate with an appropriate message 
(step 102). On the other hand, if the automounter mod- 
ule 25 determines in step 101 that the return value is a 
socket identifier, it will use the socket identifier to 
retrieve selected information about the socket and bind 
itself to the socket (step 103). 

Following step 103, the automounter module 25 will 
initialize the automount control block and pass the infor- 
mation therein to the network file system client module 
23. In that operation, the automounter module 25 
retrieves the contents of the automount master map 50 
and loads it into the automount control block (step 104). 
In addition, the automounter module 25 determines 
whether the initialization file 40 includes a virtual logical 
storage device identifier field 41 (step 105) and if so 
copies the virtual logical storage device identifier values 
from the field 41 into the automount control block (step 
106). On the other hand, if the automounter module 25 
determines in step 1 05 that the initialization file 40 does 
not include a virtual logical storage device identifier field 
41, the automounter module 25 will make a call to the 
MS-DOS/Windows operating system 21 to determine 
the last drive identifier (step 107), which it will then copy 
into the automount control block as the virtual logical 
storage device identifier (step 108). 

Following either step 106 or step 108, the auto- 
mounter module 25 will determine whether the initializa- 
tion file 40 includes a maximum automount field 42 or 
an automount timeout field 43 (step 109), and if so will 
copy the contents of the respective fields into the auto- 
mount control block (step 1 1 0). On the other hand, if the 
automounter module 25 determines in step 1 09 that the 
initialization file 40 does not include either or both of 
fields 42 or 43, it will sequence to step 1 1 1 to load a pre- 
determined default value or values in the automount 
control block (step 1 12). 

Following either step 110 or step 112, the auto- 
mounter module 25 will send a notification to the net- 
work file system client module 23, including the socket 
identifier for the socket established in steps 100-103 
and a pointer to the automount control block (step 1 13). 
In addition, the automounter module 25 will issue a 
request to the MS-DOS/Windows operating system 21 
to redirect access requests for the virtual logical storage 
device(s) to the network file system client module 23 
(step 114). Following step 114, initialization will be com- 
plete and the automounter module 25 will wait until it 
receives an automount request AUTOMNT REQ from 
the network file system client modul 23. Operations 



performed by the automounter module 25 in response 
to an automount request AUTOMNT REQ from the net- 
work til system client module 25 will be described 
below in connection with FIG. 6. 

5 Operations performed by the network file system 
client module 23 will be described in connection with 
FIG. 5. With reference to FIG. 5, the network file system 
client module 23 will receive the socket identifier and 
pointer to the automount control block generated by the 

ro automounted module 25 during initialization as 
described above in connection with FIG. 4 (step 130). 
After receiving the pointer to the automount control 
block in step 130, the network file system client module 
23 will use the information from the automount master 

is map 50 which was loaded into the automount control 
block by the automounter module 25 during initialization 
(FIG. 4), along with the subdirectories listed in the auto- 
mount subdirectory map files 60 to generate a directory 
tree for the virtual logical storage devices (step 131). An 

20 illustrative tree 70 is depicted in FIG. 7. With reference 
to FIG. 7, the directory tree 70 includes a series of 
entries 71(1) through 71 (N) (generally identified by ref- 
erence numeral 71 (n)). The first entry, identified as root 
entry 71 (1) is pointed to by a root pointer 72. Each entry 

25 71 (n) includes the identification of the virtual logical 
storage device directory identified in the correspond- 
ingly-indexed entry 51 (n) in the automounter master 
map 50, as well as its children, which corresponds to 
the subdirectories identified in the automount subdirec- 

30 tory map file 60 identified by the entry 51 (1), as well as 
two child pseudo-directories which are provided by the 
MS-DOS/Windows operating system 21. (The two child 
pseudo-directories are the "." and ".." subdirectories. In 
FIG. 7, no real subdirectories are shown for the root 

35 entry 71(1) and entry 71(2)). 

In addition, each entry 71 (n) includes a "sibling" 
pointer to the entry 71 (n+1 ) for the directory listed in the 
next entry 51 (n+1) in the automount master map 50. 
(The "sibling" pointer for the last entry 71 (N) will contain 

40 a null value, which will indicate that it is the last entry 
71 (N).) The entries 71 (n) for the mountable subdirecto- 
ries (that is, the real child subdirectories under each 
directory) provide mount information which is used by 
the network file system client module 23 in connection 

45 with remote accesses as will be described below. After 
generating the directory tree 70, the network file system 
client module 23 waits for remote access requests REM 
ACC from the MS-DOS/Windows operating system 21 
(step 132). While waiting for remote access requests 

so REM ACC from the MS-DOS/Windows operating sys- 
tem in step 132, the network file system client module 
23 may perform selected housekeeping operations, 
such as enabling the automounter module 25 to 
unmounting remote file systems for which it (the net- 

55 work file system client module 23) has not received a 
remote access request REM ACC within a selected 
period of tim . 

When the MS-DOS/Windows operating system 21 
receives an access request ACC REQ from an applica- 
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tion program 20 which either explicitly or implicitly iden- 
tifies a virtual logical storage device, it (the MS- 
DOS/Windows operating system 21) wilt issue a remote 
access request REM ACC to the network file system cli- 
ent module 23. When the network file system client 
module 23 receives a remote access request REM ACC 
(step 133) it will initially verify that the device identified 
in the remote access request REM ACC is a virtual log- 
ical storage device and parse the request to verify that 
the directory path and filename specified in the request 
are valid (step 134). In verifying that the device identi- 
fied in the remote access request REM ACC is a virtual 
logical storage device, the network file system client 
module 23 will compare the device identifier in the 
remote access request REM ACC to the virtual logical 
storage device identifier(s) in the automount control 
block to verify that the device identifier in the remote 
access request REM ACC corresponds to a virtual logi- 
cal storage device identifier in the automount control 
block. Similarly, in determining whether the remote host 
or directory path and filename specified in the request 
are valid, the network file system dient module 23 can 
use characteristics such as permitted naming conven- 
tions to verify that the name of each host or directory in 
the path and the filename in the remote access request 
are valid. If the network file system client module 23 
makes a negative determination in step 134 (that is, if it 
determines that the device identifier in the remote 
access request REM ACC is not a virtual logical storage 
device identifier or that the host or subdirectory and f fle 
name are not valid), it provides a remote response REM 
RSP indicating an error (step 135). 

On the other hand, if the network file system client 
module 23 makes a positive determination in step 134 
(that is, if it determines that the device identifier in the 
remote access request REM ACC is a virtual logical 
storage device identifier), it will reference the directory 
tree 70 to determine whether the high-level directory 
and next-level subdirectory in the remote access 
request REM ACC have been mounted (step 1 36). If the 
high-level directory and next-level subdirectory have 
been mounted, the directory tree 70 will contain a 
mount pointer to a mount structure for the remote ffle 
system corresponding to the portion of the virtual logical 
storage device's file system. If the network file system 
client module 23 makes a positive determination in step 
136, it will use the information in the mount structure to 
initiate the remote access operation with the remote 
computer system 11 (n') (nVn) or server computer 12 
(step 137). The specific operations performed by the 
network file system dient module 23 and the remote 
computer system 1 1(n*) (nVn) or server computer 12 in 
connection with the remote access operation will 
depend on the specific type of access operation. For 
example, if the access operation is a file open or close 
operation, the network file system client module 23 will 
generate, and the network interface 24 will transfer over 
communication link 1 4, one or more messages to the 
remote computer system 1 1 (rf) (n*n) or server compu- 



ter 12 to enable it to open or close the spedfied file. 

On the other hand, if the access operation is a read 
operation, the network file system client module 23 will 
generate, and network interface 24 will transfer, one or 

s more messages to the remote computer system 110V) 
(n'*n) or server computer 12 including a read request. 
In response, the remote computer system 11 (n 1 ) (n'*n) 
or server computer 12 will read the information from the 
file as specified in the read request and in one or more 

10 messages transferred over communication link 14 
transfer the information to the network file system dient 
module 23. After receiving the information, the network 
file system client module 23 may provide the information 
to the MS-DOS/Windows operating system 21, which, 

15 in turn, will provide the information to the requesting 
application program 20. 

Finally, if the access operation is a write operation, 
the network file system dient module 23 will generate, 
and the network interface 24 will transfer one or more 

20 messages to the remote computer system 1 1(n*) (n**n) 
or server computer 12 including a write request and the 
data to be written. In response, the remote computer 
system 1 1 (n*) (n**n) or server computer 1 2 will store the 
data in the file as specified in the write request. The net- 

25 work file system client module 23 may initiate other 
access operations by generating and enabling the net- 
work interface 24 to transfer messages to the remote 
computer system 1 1(n') (nVn) or server computer 12 in 
a similar manner. After the remote access operation has 

30 been completed, the network file system client module 
23 will return to step 132 to wait for the next remote 
access request REM ACC. 

Returning to step 136, if the network file system cli- 
ent module 23 makes a negative determination in that 

35 step, that is, if it determines that the high-level directory 
and next-level subdirectory in the remote access 
request REM ACC have not been mounted, it will 
sequence to step 138 to enable the automounter mod- 
ule 25 to mount the remote file system required for the 

40 access. Communications between the network file sys- 
tem client module 23 and the automounter module 25 
will be over the socket established in step 103 above. 
The operations performed by the automounter module 
25 in connection with step 138 will be described in FIG. 

45 6. After the automounter module 25 has completed the 
mount operation, it (the automounter module 25) will 
provide a mount structure for the high-level directory 
and next-level subdirectory, which the network file sys- 
tem dient module 23 can load into the directory tree 70. 

so Following step 1 38, the network file system dient mod- 
ule 23 can sequence to step 137 to initiate the remote 
access using the mount information it just loaded into 
the directory tree 70. 

The operations performed by the automounter 

55 module 25 in connection with mounting of a remote file 
system, or portion thereof, will be described in connec- 
tion with FIG. 6. When initiating an automount operation 
by the automounter module 25, the network file system 
dient module 23 will provide a pointer to the directory 
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tree 70. Accordingly, with reference to FIG. 6, the auto- 
mounter module 25 will initially receive the directory tree 
pointer over the socket established in step 103 (FIG. 4), 
as well as the identification of the mount point (that is, 
the subdirectory) which is to be mounted (step 150). 5 
After receiving this information from the network f 3e sys- 
tem client module 23, the automounter module 25 will 
initially perform a number of steps to verify that the 
mount point as provided by the network fOe system cli- 
ent module 23. In that operation, the automounter mod- 70 
ule 25 will parse the mount point provided by the 
network file system client module 23 to verify that the 
structure of the mount point identifier is valid and, if so, 
exchange one or more messages over the network with 
the remote computer system 1 1 (n") (n'*n) or the server 75 
computer 12 which maintains the portion of the remote 
file system identified by the remote file system pointed 
to by the mount point identifier to perform the mount. 

In particular, to determine whether the subdirectory 
name fields 62(m) of the automount subdirectory map 20 
file 60 contains remote host identifiers or subdirectory 
names, the automounter will first determine whether the 
options field 54(n) of the entry 51 (n) of the automount 
master map file 50 contains the option "HOST" (step 
151). As noted above, if the entry contains the option 25 
"HOST," each of the subdirectories identified in the sub- 
directory name fields 62(m) of the automounter subdi- 
rectory map file 60 contains a host name, that is, the 
identification of a remote computer system 11 (n*) (n'*n) 
or server computer 12, and a directory path. Since the 30 
structures of the computer system identifiers do not 
need to conform to the operating system's directory and 
file name structural requirements, the automounter 
module 25 will perform different operations to verify the 
validity of the mount point identifier's structure. Accord- 35 
ingly, if the automounter module 25 makes a positive 
determination in step 151 , it will sequence to step 152 to 
parse the mount point identifier to identify the particular 
remote computer system 1 1(n*) (n'*n) or server compu- 
ter 12 as well as the remote path, that is directory name 40 
of the file system on the remote computer system 1 1 (n*) 
(n'*n) or server computer 12 which is to be mounted. 
The automounter module 25 then verifies that the 
r mote path is valid, which may require it to exchange 
messages with the remote computer system Hfn 1 ) 45 
(nVn) or server computer 12 over the communication 
link 14 through the network interface 24 (step 153). If 
the automounter module 25 determines in step 153 that 
the path is invalid, it will return an error to the network 
file system client module 23. so 

Returning to step 151, if the automounter module 
25 makes a negative determination in that step, the 
mount point identifier does not include a host name. In 
that case, the automounter module 25 will sequence to 
step 1 56 to parse the mount point identifier to verify that 55 
it conforms to the operating system's path- and filename 
structural requirements. If the automounter module 25 
makes a negative determination in that step, it will 
sequence to step 1 57 to use th mount point identifier to 



identify an entry 51 (n) in the automount master map 50 
and an appropriate entry 61 (m) in the automount subdi- 
rectory map file 60 to locat determine the appropriate 
remote file system identifier for the mount operation. 

Following either step 153 (if the automounter 
makes a negative determination in that step) or step 
157, the automounter module 25 will sequence to step 
160 to actually perform the mount operation in connec- 
tion with the remote computer system 1 1 (n*) (n Vn) or 
server computer 12, and thereafter will return to the net- 
work file system client module 23. In that operation, the 
automounter module 25, using the network interface 24, 
will exchange messages over communication link 14 to 
enable the remote computer system 11(n*) (n**n) or the 
server computer 12 to perform the mount in a conven- 
tional manner and will update the mount structure 
pointed to by the directory tree 70. If the automount 
operation is successful the automounter module 25 will 
return to the network fOe system client module 23 (step 
161), which, in turn, will perform the remote access 
operation as described above. If, on the other hand, the 
automount operation is not successful within the time 
period established by the timeout value defined by aut- 
omount timeout field 43, the automounter module will 
provide an appropriate message to the network file sys- 
tem client module 23, which, in turn, can initiate appro- 
priate error recovery operations. 

The invention provides a number of advantages. 
For example, it provides an arrangement for automount- 
ing remote f De systems for use in connection with oper- 
ating systems, such as the Microsoft MS-DOS and 
Windows operating systems, which require explicit iden- 
tification of storage devices to identify a file system. By 
providing that certain device names can be auto- 
mounted remote devices, it is readily apparent from 
device identifiers in the access requests ACC REQ 
which access requests from the application programs 
20 are local requests and which are remote requests to 
be serviced by the network file system client module 23. 

In addition, by providing the "HOST option above, 
the invention provides an arrangement whereby, for 
example, entire file systems on remote computer sys- 
tems 1 1 (n 1 ) (n'*n) and/or the server computer 1 2 can be 
mounted and appear as subdirectories of one or more 
top-level directories for the computer system 11(n). 
Thus, all or a selected subset of the file systems for 
remote computers system 11(n*) (n'*n) and/or the 
server computer 12 can be mounted as a single auto- 
mount drive. In operating systems such as MS-DOS 
and Windows for which the number of devices that a 
computer system 1 1 (n) can access is limited (MS-DOS 
and Windows, for example, require that each device 
have a single alphabetical character "a," "b," etc., as 
their identifiers), the remote devices that can be treated 
as subdirectories on a single device, namely, the virtual 
logical storage device, instead of separate devices. 

Furthermore, the invention provides an arrange- 
ment by which a number of virtual logical storage 
devices, each having a unique identifier, can be used to 
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identify the same physical mass storage subsystem or 
subsystems. The incfividual virtual logical storage 
devices can have different current default paths and 
directories so that different parts of the same physical 
file system can be easily accessed using the default $ 
directories merely by selecting the appropriate virtual 
logical storage device. 

Moreover, it will be appreciated that although the 
invention in one embodiment has been described in 
connection with virtual logical storage device file sys- 10 
terns comprising remote file systems maintained on 
remote computer systems H(n') (nVn) or the server 
computer 12, the virtual logical storage device ffle sys- 
tems may also include some or all of the local ffle sys- 
tem maintained by the computer system 1 1 (n). 15 

The process described above may be performed by 
a computer program running on a computer in the 
embodiment described. Such a computer program can 
be recorded on a recording medium (for example a 
magnetic disc or tape, an optical disc or an electronic 20 
memory device, such as a ROM) in a way well known to 
those skilled in the art When the recording medium is 
read by a suitable reading device, such as a magnetic or 
optical disc drive, a signal is produced which causes a 
computer to perform the processes described. 25 

The process may also be performed by electronic 
means. 

The foregoing description has been limited to a 
specific embodiment of this invention. It will be appar- 
ent, however, that various variations and modifications 30 
may be made to the invention, with the attainment of 
some or all of the advantages of the invention. It is the 
object of the appended claims to cover these and such 
other variations and modifications as come within the 
true spirit and scope of the invention. 35 

Claims 

1 . A virtual file system accessing subsystem for use in 
connection with a computer system connected in a 40 
computer network, the computer system running a 
selected operating system, the virtual file system 
accessing subsystem facilitating accessing of a vir- 
tual logical storage device that is identified by a vir- 
tual logical storage device identifier and that has a 45 
virtual logical storage device file system that 
includes at least a portion of a remote file system 
maintained by another device connected in the 
computer network, the virtual file system accessing 
subsystem comprising: so 



during the access operation accessing the por- 
tion of said remote file system that is included 
in said virtual logical storage device file system; 
and 

B. an operating system request redirector for 
enabling the operating system to direct access 
requests which identify the virtual logical stor- 
age device to the remote access element. 

2. A method of accessing a virtual file system in a 
computer system connected in a computer net- 
work, the computer system running a selected 
operating system, the method facilitating the 
accessing of a virtual logical storage device that is 
identified by a virtual logical storage device identi- 
fier and that has a virtual logical storage device file 
system that includes at least a portion of a remote 
file system maintained by another device con- 
nected in the computer network, the method com- 
prising the steps of: 

A. enabling the operating system to direct 
access requests which identify the virtual logi- 
cal storage device to the remote access ele- 
ment; and 

B. enabling a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to an access request that the remote 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 
ment during the access operation accessing 
the portion of said remote file system that is 
included in said virtual logical storage device 
file system. 

3. A virtual file system accessing subsystem compu- 
ter program product for use in connection with a 
computer connected in a computer network, the 
computer system running a selected operating sys- 
tem, the virtual file system accessing subsystem 
facilitating accessing of a virtual logical storage 
device that is identified by a virtual logical storage 
device identifier and that has a virtual logical stor- 
age device file system that includes at least a por- 
tion of a remote file system maintained by another 
device connected in the computer network, the vir- 
tual file system accessing subsystem computer 
program product comprising a computer usable 
medium having computer system readable code 
embodied therein, the computer system readable 
code comprising: 

A. remote access element code devices for 
enabling the computer to initiate an access 
operation in connection with the virtual logical 



A. a remote access element for initiating an 
access operation in connection with the virtual 
logical storage device file system maintained 
by the virtual logical storage device in response ss 
to an access request that the remot access 
element receives from the operating system 
which includes the virtual logical storage 
device identifier, the remote access element 
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storage device file system maintained by the 
virtual logical storage device in response to an 
access request received from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 5 
merit enabling the computer during the access 
operation to access the portion of said remote 
file system that is included in said virtual logical 
storage device file system; and 

10 

B. operating system request redirector code 
devices for enabling computer to. in turn, ena- 
ble the operating system to direct access 
requests which identify tie virtual logical stor- 
age device for processing in response to the 15 
remote access element code devices. 

A signal for causing a computer system to imple- 
ment accessing of a virtual file system in the com- 
puter system, which is connected in a computer 20 
network, the computer system running a selected 
operating system, the signal causing the computer 
system to facilitate the accessing of a virtual logical 
storage device that is identified by a virtual logical 
storage device identifier and that has a virtual logi- 25 
cal storage device file system that includes at least 
a portion of a remote file system maintained by 
another device connected in the computer network, 
the signal causing the computer system to: 

30 

A. enable the operating system to direct access 
requests which identifying the virtual logical 
storage device to the remote access element; 
and 

35 

B. enable a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to an access request that the remote 40 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 
ment during the access operation accessing 

the portion of said remote file system that is 45 
included in said virtual logical storage device 
file system. 

A method of storing data on a recording medium, 
the method comprising storing data representative so 
of a signal, which signal causes a computer system 
to implement accessing of a virtual file system in 
the computer system, which is connected in a com- 
puter network, the computer system running a 
selected operating system, the signal causing the ss 
computer system to facilitate the accessing of a vir- 
tual logical storage device that is identified by a vir- 
tual logical storage device identifier and that has a 
virtual logical storage device file system that 



includes at least a portion of a remote fOe system 
maintained by another device connected in the 
computer network, the signal causing the computer 
system to: 

A. enable the operating system to direct access 
requests which identify the virtual logical stor- 
age device to the remote access element; and 

B. enable a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to an access request that the remote 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 
ment during the operation accessing the 
portion of said remote file system that is 
included in said virtual logical storage device 
file system. 

6. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of claims 1 to 5, in which the 
virtual logical storage device file system comprises 
a plurality of portions of a remote file system main- 
tained by said another device, each access 
requests further including a remote file system por- 
tion identifier identifying one of said remote file sys- 
tem portions, the remote access element in 
response to an access request initiating an access 
operation in connection with the remote file system 
portion identified in the access request 

7. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of claims 1 to 5, in which the 
virtual logical storage device file system includes at 
least one portion of a remote file system each main- 
tained by one of a plurality of other devices con- 
nected in said network, each access request further 
including a remote file system portion identifier 
identifying one of said remote file system portions, 
the remote access element in response to an 
access request initiating an access operation in 
connection with the one of the other devices which 
maintains the remote file system portion identified 
in the access request. 

8. A virtual file system accessing subsystem as 
defined in claim 1 in which the operating system 
request redirector comprises: 

A. a virtual logical storage device information 
store for storing virtual logical storage device 
information including at least one virtual logical 
storage device identifier; 
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B. an operating system redirection enabler for 
retrieving the virtual I gical storag device 
identifier from the virtual logical storage device 
information store and providing the virtual logi- 
cal storage device identifier to the operating 
system thereby to enable the operating system 
to redirect access requests identifying the vir- 
tual logical storage device identifier to the 
remote access element. 

9. A virtual file system accessing subsystem as 
defined in claim 8 in which the virtual logical stor- 
age device information store stores a plurality of vir- 
tual logical storage device identifiers, the operating 
system redirection enabler retrieving said plurality 
of virtual logical storage device identifiers from the 
virtual logical storage device information store and 
providing them to the operating system, thereby to 
enable the operating system to redirect access 
requests identifying any of the virtual logical stor- 
age device identifiers to the remote access ele- 
ment. 

10. A virtual file system accessing subsystem as 
defined in claim 8 in which the virtual logical stor- 
age device information store further stores direc- 
tory information including at least one directory 
identifier and an associated remote file system 
identifier, the remote file system identifier identify- 
ing a said portion of a said remote file system, the 
remote access element using the remote file sys- 
tem identifier to identify said another device in initi- 
ating the access operation. 

11. A virtual file system accessing subsystem as 
defined in claim 10 in which an access request 
includes path information identifying a path through 
a hierarchical directory system, the remote access 
element in response to a said access request using 
the path information to identify a directory to be 
accessed and the remote file system associated 
with the directory to be accessed, the remote 
access element initiating an access operation in 
connection with the identified remote file system 
over the network in response to the access request. 

12. A virtual file system accessing subsystem as 
defined in claim 10 in which the directory informa- 
tion stored by said virtual logical storage device 
information store includes a plurality of directory 
identifiers, at least some of said directory identifiers 
having at least one subdirectory identifier, each 
subdirectory identifier having an associated remote 
file system identifier, each remote file system iden- 
tifier identifying a said portion of a said remote file 
system, the remote acc ss element using the 
remote file system identifiers to identify other 
devices connected in said network in initiating the 
access operation. 



13. A virtual file system accessing subsystem as 
defined in claim 12 in which an access request 
includes path information identifying a path through 
a hierarchical directory system, the remote access 

5 element in response to a said access request using 
the path information to identify a directory and sub- 
directory to be accessed in response to the access 
request and the remote file system associated with 
the subdirectory to be accessed, the remote access 

w element in response to the access request initiating 
an access operation in connection with the identi- 
fied remote file system over the network. 

14. A virtual file system accessing subsystem as 
15 defined in claim 13 in which at least some access 

requests do not include path information, and fur- 
ther in which the virtual logical storage device infor- 
mation store stores a plurality of virtual logical 
storage device identifiers, and the operating system 

20 redirection enabler enabling the operating system 
to redirect access requests identifying any of the 
virtual logical storage device identifiers to the 
remote access element, the operating system fur- 
ther providing a default directory associated with 

25 each virtual logical storage device identifier, the 
remote access element using the default directory 
in response to access requests which does not 
include path information. 

30 15. A method as defined in claim 2 or 5, or a signal as 
defined in claim 4 in which the operating system 
request redirection step includes the steps of: 

A. providing a virtual logical storage device 
35 information store for storing virtual logical stor- 
age device information including at least one 
virtual logical storage device identifier; 

B. retrieving the virtual logical storage device 
40 identifier from the virtual logical storage device 

information store and providing the virtual logi- 
cal storage device identifier to the operating 
system thereby to enable the operating system 
to redirect access requests identifying the vir- 
45 tual logical storage device identifier to the 

remote access element. 

16. A method or signal as defined in claim 15 in which 
the virtual logical storage device information store 
so stores a plurality of virtual logical storage device 
identifiers, the operating system redirection ena- 
bling step including the steps of: 

A. retrieving said plurality of virtual logical stor- 
55 age device identifiers from the virtual logical 

storage devic information store and 

B. providing the retrieved plurality of virtual log- 
ical storage device identifiers to the operating 
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system, 

thereby to enable the operating system to redirect 
access requests identifying any of the virtual logical 
storage device identifiers to the remote access ele- s 
ment 

17. A method or signal as defined in claim 16 in which 
the virtual logical storage device information store 
further stores directory information including at 10 
least one directory identifier and an associated 
remote fOe system identifier, the remote file system 
identifier identifying a said portion of a said remote 

file system, the remote access element enabling 
step including the step of being using the remote 15 
file system identifier to identify said another device 
in initiating the access operation. 

18. A method or signal as defined in claim 17 in which 

an access request includes path information identi- 20 
tying a path through a hierarchical directory sys- 
tem, the remote access element in response to a 
said access request using the path information to 
identify a directory to be accessed and the remote 
file system associated with the directory to be 25 
accessed, the remote access element enabling 
step including the step of initiating an access oper- 
ation in connection with the identified remote file 
system over the network in response to the access 
request. 30 

19. A method or signal as defined in claim 17 in which 
the directory information stored by said virtual logi- 
cal storage device information store includes a plu- 
rality of directory identifiers, at least some of said 35 
directory identifiers having at least one subdirectory 
identifier, each subdirectory identifier having an 
associated remote lile system identifier, each 
remote file system identifier identifying a said por- 
tion of a said remote file system, the remote access 40 
element enabling step including the step of using 
the remote file system identifiers to identify other 
devices connected in said network in initiating the 
access operation. 

45 

20. A method or signal as defined in claim 19 in which 
an access request includes path information identi- 
fying a path through a hierarchical directory sys- 
tem, the remote access element in response to a 
said access request using the path information to so 
identify a directory and subdirectory to be accessed 

in response to the access request and the remote 
file system associated with the subdirectory to be 
accessed, the remote access element enabling 
step including the step of initiating an access oper- 55 
ation in response to a said access request in con- 
nection with the identified remote file system over 
the network. 



21. A method or signal as defined in claim 20 in which 
at least some access requests do not includ path 
information, and further in which the virtual logical 
storage device information store stores a plurality of 
virtual logical storag device identifiers, and the 
operating system redirection enabling step includ- 
ing the step of enabling the operating system to 
redirect access requests identifying any of the vir- 
tual logical storage device identifiers to the remote 
access element, the operating system further pro- 
viding a default directory associated with each vir- 
tual logical storage device identifier, the remote 
access element enabling step including the step of 
using the default directory in response to access 
requests which does not include path information. 

22. A virtual file system accessing subsystem for use in 
connection with a computer system connected in a 
computer network, the computer system running a 
selected operating system, the virtual file system 
accessing subsystem facilitating accessing of a plu- 
rality of virtual logical storage devices each identi- 
fied by a virtual logical storage device identifier, 
each virtual logical storage device having a virtual 
logical storage device file system including at least 
a portion of a remote file system maintained by 
another device connected in the computer network, 
at least some virtual logical storage device file sys- 
tems including a hierarchical directory system 
defining a plurality of possible paths each having a 
path identifier, with at least one of the virtual logical 
storage device file systems that include hierarchical 
directory systems having an associated default 
path comprising one of said possible paths, the vir- 
tual file system accessing subsystem comprising: 

A. a remote access element for initiating an 
access operation in connection with the virtual 
logical storage device file system maintained 
by the virtual logical storage device in response 
to access requests received from the operating 
system which include the virtual logical storage 
device identifier and a said path identifier, the 
remote access element during the access 
operation accessing the portion of said remote 
file system that is included in said virtual logical 
storage device file system along the path iden- 
tified by the path identifier; and 

B. an operating system request redi rector for 
enabling the operating system to direct access 
requests received from an application program 
which identify a said virtual logical storage 
device to the remote access element, the oper- 
ating system receiving access requests from a 
said application program and providing to the 
remote access el ment those access requests 
which include th virtual lopca) storage device 
identifier along with, for ones of the access 
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storage devices each identified by a virtual logical 
storage device id ntifier, each virtual logical stor- 
age device having a virtual logical storage device 
file system including at least a portion of a remote 
5 file system maintained by another device con- 
nected in the computer network, at least some vir- 
tual logical storage device file systems including a 
hierarchical directory system defining a plurality of 
possible paths each having a path identifier, with at 
w least one of the virtual logical storage device file 
systems that include hierarchical directory systems 
having an associated default path comprising one 
of said possible paths, the virtual file system 
accessing subsystem computer program product 
15 comprising a computer usable medium having 
computer system readable code embodied therein, 
the computer system readable code comprising: 

A. remote access element code devices for 
20 enabling the computer to initiate an access 

operation in connection with the virtual logical 
storage device file system maintained by the 
virtual logical storage device in response to 
access requests received from the operating 
25 system which include the virtual logical storage 

device identifier and a said path identifier, the 
remote access element code devices enabling 
the computer, during the access operation, to 
access the portion of said remote file system 
30 that is included in said virtual logical storage 

device file system along the path identified by 
the path identifier; and 

B. operating system request redirector code 
35 devices for enabling the computer to, in turn, 

enable the operating system to direct access 
requests received from an application program 
which identify a said virtual logical storage 
device, for processing in response to the 
40 remote access element code devices, the 

operating system receiving access requests 
from a said application program and providing 
to the remote access element those access 
requests which include the virtual logical stor- 
45 age device identifier along with, for ones of the 

access requests received from the application 
program which do not include a path identifier, 
a path identifier for the default path for the vir- 
tual logical storage device identified by the vir- 
so tual logical storage device. 



requests received from the application program 
which do not include a path identifier, a path 
identifier for the default path for the virtual logi- 
cal storage device identified by the virtual logi- 
cal storage device. 

23. A method of accessing a virtual file system in a 
computer system connected in a computer net- 
work, the computer system running a selected 
operating system, the method facilitating accessing 
of a plurality of virtual logical storage devices each 
identified by a virtual logical storage device identi- 
fier, each virtual logical storage device having a vir- 
tual logical storage device file system including at 
least a portion of a remote file system maintained 
by another device connected in the computer net- 
work, at least some virtual logical storage device 
file systems including a hierarchical directory sys- 
tem defining a plurality of possible paths each hav- 
ing a path identifier, with at least one of the virtual 
logical storage device file systems that include hier- 
archical directory systems having an associated 
default path comprising one of said possible paths, 
the method comprising the steps of: 

A. enabling the operating system to direct 
access requests received from an application 
program which identify the virtual logical stor- 
age device to the remote access element, the 
operating system receiving access requests 
from a said application program and providing 
to a remote access element those access 
requests which include a said virtual logical 
storage device identifier along with, for ones of 
the access requests received from the applica- 
tion program which do not include a path iden- 
tifier, a path identifier for the default path for the 
virtual logical storage device identified by the 
virtual logical storage device; and 

B. enabling the remote access element to initi- 
ate an access operation in connection with the 
virtual logical storage device file system main- 
tained by the virtual logical storage device in 
response to access requests received from the 
operating system which include the virtual logi- 
cal storage device identifier and a said path 
identifier, the remote access element during 
the access operation accessing the portion of 
said remote file system that is included in said 
virtual logical storage device file system along 
the path identified by the path identifier. 

24. A virtual file system accessing subsystem compu- 
ter program product for use in connection with a ss 
computer connected in a computer network, the 
computer system running a selected operating sys- 
tem, the virtual file system accessing subsystem 
facilitating accessing of a plurality of virtual logical 



25. A signal for causing a computer system to imple- 
ment accessing of a virtual file system in the com- 
puter system connected in a computer network, the 
computer system running a selected operating sys- 
tem, the signal causing the computer system to 
facilitate accessing of a plurality of virtual logical 
storage devices each identified by a virtual logical 
storage device identifier, each virtual logical stor- 
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age device having a virtual logical storage device 
file system including at least a portion of a remote 
file system maintained by another device con- 
nected in the computer network, at least some vir- 
tual logical storage device file systems including a 
hierarchical directory system defining a plurality of 
possible paths each having a path identifier, with at 
least one of the virtual logical storage device file 
systems that include hierarchical directory systems 
having an associated default path comprising one 
of said possible paths, the signal causing the com- 
puter system to: 

A. enable the operating system to direct access 
requests received from an application program 
which identify the virtual logical storage device 
to the remote access element, the operating 
system receiving access requests from a said 
application program and providing to a remote 
access element those access requests which 
include a said virtual logical storage device 
identifier along with, for ones of the access 
requests received from the application program 
which do not include a path identifier, a path 
identifier for the default path for the virtual logi- 
cal storage device identified by the virtual logi- 
cal storage device; and 

B. enable the remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to access requests received from the 
operating system which include the virtual logi- 
cal storage device identifier and a said path 
identifier, the remote access element during 
the access operation accessing the portion of 
said remote file system that is included in said 
virtual logical storage device file system along 
the path identified by the path identifier. 

26. A method of storing data on a recording medium, 
the method comprising storing data representative 
of a signal, which signal causes a computer system 
to implement accessing of a virtual fOe system in 
the computer system connected in a computer net- 
work, the computer system running a selected 
operating system, the signal causing the computer 
system to facilitate accessing of a plurality of virtual 
logical storage devices each identified by a virtual 
logical storage device identifier, each virtual logical 
storage device having a virtual logical storage 
device file system including at least a portion of a 
remote file system maintained by another device 
connected in the computer network, at least some 
virtual logical st rage device file systems including 
a hierarchical dir ctory system defining a plurality 
of possible paths each having a path identifier, with 
at least one of the virtual logical storage device file 



systems that include hierarchical directory systems 
having an associated default path comprising one 
of said possible paths, the signal causing the com- 
puter system to: 

5 

A. enable the operating system to direct access 
requests received from an application program 
which identify the virtual logical storage device 
to the remote access element, the operating 

10 system receiving access requests from a said 

application program and providing to a remote 
access element those access requests which 
include a said virtual logical storage device 
identifier along with, for ones of the access 

15 requests received from the application program 

which do not include a path identifier, a path 
identifier for the default path for the virtual logi- 
cal storage device identified by the virtual logi- 
cal storage device; and 

20 

B. enable the remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 

25 response to access requests received from the 

operating system which include the virtual logi- 
cal storage device identifier and a said path 
identifier, the remote access element during 
the access operation accessing the portion of 

30 said remote file system that is included in said 

virtual logical storage device file system along 
the path identified by the path identifier. 

27. A virtual file system accessing subsystem, a 
35 method, a computer program product or a signal as 
defined in any one of claims 22 to 26 in which the 
virtual logical storage device file systems for the 
respective virtual logical storage devices each 
include the same portion of said remote file system 
40 portion, thereby to facilitate at least a plurality of the 
default paths associated with respective virtual log- 
ical storage device file systems to correspond to the 
same path in the remote file system portion. 

45 28. A virtual file system accessing subsystem, a 
method, a computer program product or a signal as 
defined in any one of claims 22 to 26 in which the 
virtual logical storage device file system associated 
with at least one of said virtual logical storage 

so device identifiers comprises a plurality of portions 
of a remote file system maintained by said another 
device, each access request including said at least 
one virtual logical storage device identifier further 
including a remote file system portion identifier 

55 identifying one of said remote file system portions, 
the remote access el ment in response to an 
access request initiating an access operation in 
connection with the remote file system portion iden- 
tified in the access request. 
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29. A virtual file system accessing subsystem, a 
method, a computer program product or a signal as 
defined in any one of claims 22 to 26 in which the 
virtual logical storage device file system associated 
with at least one of said virtual logical storage 
device identifiers includes at least one portion of a 
remote file system each maintained by one of a plu- 
rality of other devices connected in said network, 
each access request including said at least one vir- 
tual logical storage device identifier further includ- 
ing a remote file system portion identifier identifying 
one of said remote file system portions, the remote 
access element in response to an access request 
initiating an access operation in connection with the 
one of the other devices which maintains the 
remote file system portion identified in the access 
request. 

30. A virtual file system accessing subsystem for use in 
connection with a computer system connected in a 
computer network, the computer system running a 
selected operating system, the virtual file system 
accessing subsystem facilitating accessing of a vir- 
tual logical storage device that is identified by a vir- 
tual logical storage device identifier and that has a 
virtual logical storage device file system that 
includes an identifier identifying at least a portion of 
a remote file system maintained by another device 
connected in the computer network, the virtual fQe 
system accessing subsystem comprising: 

A. a remote access element for initiating an 
access operation in connection with the virtual 
logical storage device file system maintained 
by the virtual logical storage device in response 
to an access request that the remote access 
element receives from the operating system 
which includes the virtual logical storage 
device identifier, the remote access element 
during the access operation accessing the por- 
tion of said remote file system identified by the 
remote file system portion identifier; and 

B. an operating system request redirector for 
enabling the operating system to direct access 
requests which identify the virtual logical stor- 
age device to the remote access element. 

31 . A method of accessing virtual file system in a com- 
puter system connected in a computer network, the 
computer system running a selected operating sys- 
tem, the virtual file system accessing subsystem 
facilitating accessing of a virtual logical storage 
device that is identified by a virtual logical storage 
device identifier and that has a virtual logical stor- 
age device fOe system that includes an identifier 
identifying at least a portion of a remote file system 
maintained by another device connected in the 
computer network, the method comprising the 



steps of: 

A. enabling the operating system to direct 
access requests which identify the virtual iogi- 

s cal storage device t th remote access ele- 

ment; and 

B. enabling a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 

io tained by the virtual logical storage device in 

response to an access request that the remote 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 

15 ment during the access operation accessing 

the portion of said remote file system identified 
by the remote file system portion identifier. 

32. A virtual file system accessing subsystem compu- 
te ter program product for use in connection with a 

computer system connected in a computer net- 
work, the computer system running a selected 
operating system, the virtual file system accessing 
subsystem facilitating accessing of a virtual logical 

25 storage device that is identified by a virtual logical 
storage device identifier and that has a virtual logi- 
cal storage device file system that includes an iden- 
tifier identifying at least a portion of a remote file 
system maintained by another device connected in 

30 the computer network, the virtual file system 
accessing subsystem computer program product 
comprising a computer usable medium having 
computer system readable code embodied therein, 
the computer system readable code comprising: 

35 

A. remote access element code devices for 
enabling the computer to initiate an access 
operation in connection with the virtual logical 
storage device file system maintained by the 

40 virtual logical storage device in response to an 

access request that the remote access element 
receives from the operating system which 
includes the virtual logical storage device iden- 
tifier, the remote access element code devices 

45 enabling the computer, during the access oper- 

ation, to access the portion of said remote file 
system identified by the remote file system por- 
tion identifier; and 

so B. operating system request redirector code 

devices for enabling the computer to enable the 
operating system to direct access requests 
which identify the virtual logical storage device 
for processing in response to the remote 

55 access element code devices. 

33. A signal for causing a computer system to imple- 
ment accessing of a virtual file system in the com- 
puter system, which is connected in a computer 
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network, the computer system running a selected 
operating system, the virtual file system accessing 
subsystem facilitating accessing of a virtual logical 
storage device that is identified by a virtual logical 
storage device identifier and that has a virtual logi- 
cal storage device file system that includes an iden- 
tifier identifying at least a portion of a remote file 
system maintained by another device connected in 
the computer network, the signal causing the com- 
puter system to: 

A. enable the operating system to direct access 
requests which identify the virtual logical stor- 
age device to the remote access element; and 

B. enable a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to an access request that the remote 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 
ment during the access operation accessing 
the portion of said remote file system identified 
by the remote file system portion identifier. 

34. A method of storing data on a recording medium, 
the method comprising storing data representative 
of a signal, which signal causes a computer system 
to implement accessing of a virtual file system in 
the computer system which is connected in a com- 
puter network, the computer system running a 
selected operating system, the virtual file system 
accessing subsystem facilitating accessing of a vir- 
tual logical storage device that is identified by a vir- 
tual logical storage device identifier and that has a 
virtual logical storage device file system that 
includes an identifier identifying at least a portion of 
a remote file system maintained by another device 
connected in the computer network, the signal 
causing the computer system to: 

A. enable the operating system to direct access 
requests which identify the virtual logical stor- 
age device to the remote access element; and 

B. enable a remote access element to initiate 
an access operation in connection with the vir- 
tual logical storage device file system main- 
tained by the virtual logical storage device in 
response to an access request that the remote 
access element receives from the operating 
system which includes the virtual logical stor- 
age device identifier, the remote access ele- 
ment during the access operation accessing 
the portion of said remote file system identified 
by the remote file system portion identifier. 



35. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of claims 30 - 34, in which the 
virtual logical storage device file system includes 

s identifiers identifying a plurality of portions of a 
remote file system maintained by said another 
device, each access request further including a 
remote file system portion identifier identifying one 
of said remote file system portions, the remote 

w access element in response to an access request 
initiating an access operation in connection with the 
remote file system portion identified in the access 
request. 

15 36. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of claims 30 - 34, in which the 
virtual logical storage device file system includes 
identifiers identifying at least respective portions of 

20 a plurality of remote file systems each maintained 
by one of a plurality of other devices connected in 
said network, each access request further including 
a remote file system portion identifier identifying 
one of said remote file system portions, the remote 

25 access element in response to an access request 
initiating an access operation in connection with the 
one of the other devices which maintains the 
remote file system portion identified in the access 
request. 

30 

37. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of the preceding claims, in 
which the operating system comprises the MS- 

35 DOS and Windows operating systems. 

38. A virtual file system accessing subsystem, a 
method, a computer program product or a signal, 
as defined in any one of the preceding claims, in 

40 which the network is architected according to a cli- 
ent/server network architecture model, said another 
device comprising a server device, the computer 
system comprising a client device, the remote 
access element comprising a network file system 

45 client element. 

39. A signal according to claim 4, 25 or 33, wherein the 
signal is recorded on a recording medium. 

so 40. A signal according to claim 39, wherein the record- 
ing medium comprises a magnetic disc, a magnetic 
tape, an optical disc or an electronic memory 
device. 

55 
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100. AUTOMOUNTER MODULE 25 ISSUES A REQUEST 
REQUESTING ESTABLISHMENT OF A SOCKET 



) 



101. AUTOMOUNTER MODULE 25 WILL EXAMINE THE 
RETURN VALUE TO DETERMINE WHETHER IT IS A 
SOCKET IDENTIFIER OR AN ERROR CODE 



ERROR CODE 



i 



102. AUTOMOUNTER MODULE 25 TERMINATES WITH 
AN APPROPRIATE ERROR MESSAGE 



103. AUTOMOUNTER MODULE USES THE SOCKET 
IDENTIFIER TO RETRIEVE SELECTED INFORMATION 
ABOUT THE SOCKET AND BIND ITSELF TO THE 
SOCKET 



) 



104. AUTOMOUNTER MODULE 25 INITIALIZES THE 
AUTOMOUNT CONTROL BLOCK AND PASS THE 
INFORMATION THEREIN TO THE NETWORK FILE 
SERVER MODULE 23 



0 

FIG. 4 
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n 



NO 



105. AUTOMOUNTER MOOULE 25 DETERMINES 
WHETHER THE INITIALIZATION FILE 40 INCLUOES A 
VIRTUAL LOGICAL STORAGE DEVICE IDENTIFIER 

f IELD 41 

YES 

▼ 

/ 

106. AUTOMOUNTER MODULE 25 COPIES THE 
VIRTUAL LOGICAL STORAGE DEVICE IDENTIFIER 
VALUES FROM THE FIELD 41 INTO THE AUTOMOUNT 
CONTROL BLOCK 



107. AUTOMOUNTER MODULE 25 CALLS THE 
MS-DOS/WINDOWS OPERATING SYSTEM 21 TO 
DETERMINE THE LAST DRIVE IDENTIFIER 



] 



108. AUTOMOUNTER MODULE 25 COPIES LAST DRIVE 
IDENTIFIER INTO THE AUTOMOUNT CONTROL BLOCK | 
AS THE VIRTUAL LOGICAL STORAGE DEVICE 
IDENTIFIER 

V 



109. AUTOMOUNTER MODULE 25 DETERMINES 
WHETHER THE INITIALIZATION FILE 40 INCLUDES A 
MAXIMUM AUTOMOUNT FIELD 42 OR AN AUTOMOUNT 
TIMEOUT FIELD 43 



YES 



FIG. 4A 



23 



03/17/2004, EAST Version: 1.4.1 



EP 0 780 778 A2 



0 



110. AUTOMOUNTER MOOULE 25 COPIES CONTENTS 
OF THE RESPECTIVE FIELDS INTO THE AUTOMOUNT 
CONTROL BLOCK 



111. AUTOMOUNTER MODULE 25 LOADS A 
PREDETERMINED DEFAULT VALUES IN THE 
AUTOMOUNT CONTROL BLOCK 



113. AUTOMOUNTER MODULE 25 SENDS A 
NOTIFICATION TO THE NETWORK FILE SERVER 
MOOULE 23 INCLUDING THE SOCKET IDENTIFIER FOR 
THE SOCKET AND A POINTER TO THE AUTOMOUNT 
CONTROL BLOCK 



114. AUTOMOUNTER MODULE 25 ISSUES A REQUEST 
TO THE MS-OOS/WINDOWS OPERATING SYSTEM 21 
TO REDIRECT ACCESS REQUESTS FOR THE VIRTUAL 
LOGICAL STORAGE DEVICE(S) TO THE NETWORK 
FILE SYSTEM CLIENT MODULE 23 

V 1 

FIG. 4B 
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130. NETWORK FILE SYSTEM CLIENT MODULE 23 
RECEIVES THE SOCKET IDENTIFIER AND POINTER TO 
THE AUTOMOUNT CONTROL BLOCK GENERATED BY 
THE AUTOMOUNTED MODULE 25 DURING 
INITIALIZATION (FIG. 4) 



131. NETWORK FILE SYSTEM CLIENT MODULE 23 
USES THE INFORMATION FROM THE AUTOMOUNT 
MASTER MAP SO AND AUTOMOUNT SUBDIRECTORY 
MAP FILES 60 TO GENERATE A DIRECTORY TREE 70 



132. NETWORK FILE SYSTEM CUENTMODULE 23 
WAITS FOR REMOTE ACCESS REQUESTS REM ACC 
FROM THE MS-DOS/WINDOWS OPERATING SYSTEM 
21 



133. NETWORK FILE SYSTEM CLIENT MODULE 23 
RECEIVES A REMOTE ACCESS REQUEST REM ACC 



f*4. NETWORK FILE SYSTEM CUENT MODULE 23 \ 
WILL INITIALLY VERIFY THAT THE DEVICE IDENTIFIED 
IN THE REMOTE ACCESS REQUEST REM ACC IS A 



VIRTUAL LOGICAL STORAGE DEVICE AND PARSE THE 
REQUEST TO VERIFY THAT THE DIRECTORY PATH 
AND FILENAME SPECIFIED IN THE REQUEST ARE 
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135. NETWORK FILE SYSTEM CLIENT MOOULE 23 
PROVIDES A REMOTE RESPONSE REM RSP 
INDICATING AN ERROR 



] 



NO 



136. NETWORK FILE SYSTEM CLIENT MODULE 23 
REFERENCES THE DIRECTORY TREE 70 TO 
DETERMINE WHETHER THE HIGH-LEVEL DIRECTORY 
AND NEXT-LEVEL SUBDIRECTORY IN THE REMOTE 
ACCESS REQUEST REM ACC HAVE BEEN MOUNTED 

YES 

u 



J2 



137. NETWORK FILE SYSTEM CLIENT MODULE 23 
USES THE INFORMATION IN THE MOUNT STRUCTURE 
TO INITIATE THE REMOTE ACCESS OPERATION 



138.NETWORK FILE SYSTEM CLIENT MODULE 23 
ENABLES THE AUTOMOUNTER MODULE 25 TO 
MOUNT THE REMOTE FILE SYSTEM REQUIRED FOR 
THE ACCESS AND UPDATE DIRECTORY TREE 70 



FIG. 5A 
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150. AUTOMOUNTER MODULE 25 RECEIVES THE 
DIRECTORY TREE POINTER 



151. AUTOMOUNTER MODULE 25 DETERMINES 
WHETHER THE OPTIONS FIELD 54(N) OF THE ENTRY 
51 (N) OF THE AUTOMOUNT MASTER MAP FILE 50 
CONTAINS THE OPTION "HOST" 



NO 



YES 



152. AUTOMOUNTER MODULE 25 PARSES THE 
MOUNT POINT IDENTIFIER TO IDENTIFY THE 
PARTICULAR REMOTE COMPUTER SYSTEM OR 
SERVER COMPUTER AS WELL AS THE REMOTE PATH 
TO BE MOUNTED 



153. AUTOMOUNTER MODULE 25 VERIFIES THAT THE 
REMOTE PATH IS VALID 



1 



156. AUTOMOUNTER MODULE 25 PARSES THE 
MOUNT POINT IDENTIFIER TO VERIFY THAT IT IS 
VAUD 



6 



FIG. 6 



0 
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0 



r 157. AUTOMOUNTER MODULE 25 USES THE MOUNT 
POINT IDENTIFIER TO IDENTIFY AN ENTRY 51 (N) IN 
THE AUTOMOUNT MASTER MAP 50 AND AN 
APPROPRIATE ENTRY 61 (M) IN THE AUTOMOUNT 
SUBDIRECTORY MAP FILE 60 TO LOCATE THE 
APPROPRIATE REMOTE RLE SYSTEM IDENTIFIER 
FOR THE MOUNT OPERATION. 



160. AUTOMOUNTER MODULE 25 PERFORMS THE 
MOUNT OPERATION IN CONNECTION WITH THE 
REMOTE COMPUTER SYSTEM OR SERVER 
COMPUTER 12 



161. AUTOMOUNTER MODULE 25 RETURNS TO 
NETWORK FILE SYSTEM CLIENT 23 



FIG. 6A 
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